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ABSTRACT 
 
The involvement of unauthorized packets in Software Defined Networks (SDN) has raised the demand for 

security. These days, users can access the Internet of Things (IoT) wirelessly over long distances with the 

use of mobility, and handover. Due to changes in connectivity, the mobility feature is the main reason to 

permit unauthorized packets. This article uses handover authentication and a modified blockchain to 

overcome the security issue named LLModBloc. The 5G users are initially authenticated by the edge layer 

access points (APs) using a hash produced by the lightweight QUARK algorithm using identity and 
pseudo-ID. The likelihood determines the user's handover if there are too many users connecting to the 

same AP. A directed acyclic graph (DAC), Harris Hawks Optimization (HHO), and two-level packet based 

on hexa-features are used in this work. Based on packet characteristics, the capsule network initially 

divides packets into three categories: normal, suspect, and malicious. Suspicious packets are analyzed 

using user behavior features and a Q-learning algorithm. Many packets and behavior features were 

examined. The proposed LLModBlocare evaluated in several metrics such as packet loss, processing time, 

response time, bandwidth, and latency.The results demonstrate the effectiveness of the proposed system, 

showing that it outperforms other approaches in terms of network-specific parameters. 
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1. INTRODUCTION 
 

By employing 5G and beyond for ubiquitous connection, the expansion of wireless 
communication makes it possible to reach a vast number of consumers. Network management is 

necessary for diverse networks, which 5G supports [1,2]. Additionally, a crucial problem for 

effective network management has been resolved. In addition to supporting handover, these 5G 
capabilities enable access for a vast number of users. 5G is combined with Software Defined 

Network (SDN) to help respond to all of the incoming queries. [3,4]. As a result of the dynamic 

users, the received signal strength (RSS) varies and is farther away or moves closer from the 

access. The user with weak RSS must switch over from the existing link.  Blockchain-based user 
privacy is one of the security needs that the 5G focuses on achieving. Because 5G users are 

unstable and have limited computing power, lightweight techniques are used for security. 

Security and latency reduction are guaranteed by this combination [5,6].  
 

Mobile edge computing (MEC) and SDN are required to Build a robust 5G network 

communication [7,8]. Regarding network management flexibility, MFC, network function 
virtualization (NFV), and SDN are offered in the 5G and beyond network. The privacy needs in 

such a mix of network technologies are important. Blockchain technology, intrusion detection, 

factors-based authentication, and lightweight cryptography are the main security solutions [9,10]. 

https://airccse.org/journal/ijc2025.html
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Blockchain has emerged as a viable security option in recent years. Support for an increasing 
number of records is made possible by blockchain technology, which builds a chain of blocks. 

The purpose of this blockchain is to counteract fraudulent flows that come from 5G consumers. 

Additionally, the use of blockchain guarantees a decrease in the frequency of denial of service 

(DoS) and distributed denial of service (DDoS) assaults as well as unauthorized access [11,12]. 
Network performance will be destroyed by the attackers because of increased latency, resource 

shortages, and other factors. To identify anomalous network flows, the incoming packet_in 

messages are examined using the packet features.  
 

When creating a secure system, a multi-controller SDN design is desirable since single 

controllers in SDN have the potential to fail [13, 14]. After being collected at edge devices, the 
incoming packets from 5G-IoT users are sent to the switch. Packet flows must be matched in the 

SDN core network by OpenFlow Switches. The packet_in will be sent straight to the controller 

for examination if it is a new flow. Multi-controller SDN is appropriate for large-scale network 

settings because if an attacker joins, there will be numerous mismatched flows, which means 
using a single controller will fail. SDN controllers handle flow analysis to identify both normal 

and abnormal flow.  

 
This study designs a 5G-SDN with MEC that only permits 5G users after authentication. There is 

some unusual packet flow from genuine users even when the users are authenticated. According 

to a report, hacked users are the main way that DDoS attack packets get into networks. As a 
result, to distinguish between normal and aberrant packets, the arrived packet flow must be 

validated. This study discusses the use of an authentication handover and a modified blockchain 

structure to activate network security. 

 

1.1. Motivation 
 
Security in the network has become more important when 5G-SDN and MEC are combined. 

Blockchain technology is presented to meet the security requirements in this setting. 

Nevertheless, the earlier research was either concerned with user authentication or with user 

packet analysis. For large-scale network users, 5G-SDN must focus on both, though, to ensure 
security. The main difficult security issues include  

 

 Secure authentication that uses cryptographic techniques to guarantee the privacy of the 

security credentials.  

 AP will be connected by multiple users. 

 The list of records grows linearly when utilizing classic blockchain technology.  

 The packet flow properties analysis can also lead to the misclassification of a few 
additional malicious packets discovered during a single scan.   

 

This led to the construction of 5G-SDN and beyond networks with MEC, blockchain, and several 

controllers for packet analysis, flow rule matching, and handover authentication. The suggested 
research project outlines a practical security solution for a 5G-SDN network environment in 

support of this goal.  

     

1.2. Contribution 
 

The following summarizes this study paper's main contributions:  
 

 Toaddress the conventional problems with blockchain, we develop a 5G-SDN 

environment with customized blockchain technology as a separate layer.  



International Journal of Computer Networks & Communications (IJCNC) Vol.17, No.1, January 2025 

83 

 The QUARK algorithm, which transforms the user identity and pseudo-identity into 

hashes, provides lightweight authentication with credential privacy. The blockchain is 
used to confirm the user's finger vein biometric and physical unclonable function (PUF) 

to enhance authentication.  

 A unique network component known as a load monitor keeps an eye on the load at APs 

and balances it while granting 5G users authentication access.  

 The blockchain's built-in DAG, which can store more transactions and is hence 

appropriate for larger network environments, allows for quicker user validation.  

 Harris Hawks optimization (HHO) is used to choose the best switch for flow rule 

matching at switches. 

 

This document is organized as follows: Section 2 surveys current methodologies and their 
limitations while addressing identified security concerns in communication networks; Section 3 

delineates proposed solutions to these significant security challenges; Section 4 offers an 

experimental evaluation of the network design through graphical representation; and Section 5 
concludes with a discourse on future search directions arising from this study.  

 

2. LITERATURE REVIEW AND PROBLEM STATEMENT 
 

An essential component of every large-scale network is load balancing. The purpose of load 
balancing is to control the network's response to an increase in users. Each layer, the data plane, 

and the edge were subject to load balancing. Incoming packets are transferred to the correct 

switch by the data plane layer, while user handover is managed by the edge layer. Due to the 
diverse data types received by this network from 5G users, load balancing at the edge layer is 

necessary [15]. By dividing the traffic into three categories—management, internal, and 

external—the traffic from user equipment was evenly distributed. To balance the load, user and 

packet handover was enabled. By generating a distinct tag for every user based on their 
identification, MAC address, and standard E.164 numbering, packet forwarding was introduced 

[16]. A load imbalance would undoubtedly result from the targeted DoS/DDoS attack submitting 

an excessive number of packets with a similar protocol. As a load-balancing monitoring system, a 
non-cooperative game was created [17]. In this work, the aggregate message authentication code 

(AMAC) technique was used. Mobile device authentication was carried out by confirming both 

individual and collective identities. A message authentication code (MAC) was created when the 
signature was confirmed. The eNB received from mobile users served as validation for this 

MAC. However, if the user's credentials are not unique, unauthorized individuals will be able to 

access the network. The controller of the switch analyzes the network traffic to determine 

whether any malicious packets are involved in the network. A hybrid is fuzzy with an artificial 
neural network (HF-ANN) and tree-based switch assignment (TBSA) was suggested [18]. The 

HF-ANN method uses the packet features to categorize the received packets. To counteract the 

flow table overloading assault, a switch assignment was done. The number of successfully 
transmitted packets, packet loss, and error rate are the packet features that were considered in HF-

ANN. Attack packets were only identified at the control plane layer, which permits transmissions 

from both authorized and unauthorized users, significantly increasing the number of packets. A 

SeArch was built with an intelligent intrusion detection system (IDS) [19]. The main issue was 
that making accurate class predictions required a large number of training sets. The packets were 

then categorized using randomly chosen attributes, which may have overlooked certain important 

features and failed to accurately forecast dangerous packets. The packets were also classified 
using techniques like SVM, decision trees, and random forest (RF) [20]. The packets were 

classified as either regular or attack packets based on a set of 23 attributes. The created decision 

tree, which is difficult to analyze, was used for the RF-based categorization. For a large network, 
where a vast number of packets arrived every second, this was time-consuming.  
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The blockchain technology was introduced for network traffic analysis [21,22]. Along with 
blockchain, SDN covered security provisioning based on the Markov model. Reducing the 

involvement of malicious packets in the network also required network entity authentication. To 

protect privacy, the identities of the network devices were concealed through the use of Hidden 

Authentication (HiAuth), which also reduced the impact of DoS attacks [23]. The foundation of 
this HiAuth was lightweight processing, which was created using three steps: distribution 

correction mechanism, data mixing, and one-time pad generation. The data was encrypted using 

the ChaCha lightweight method. The identities were just concealed, though, and the packet 
features were not examined.  

 

The main issues with security in a 5G-SDN context are discussed in this section. 5G-SDN 
handover is carried out based on 5G users' mobility, with an emphasis on authentication 

provisioning [24,25]. Implementing a capability-based privacy-protection mechanism (CPPHA) 

involves generating a MAC, which is a hash of capability, count value, temporary identity, and 

session key. After receiving a request, the base station (BS) verifies the count value before MAC. 
Handover authentication was achieved if the MAC and counter value were accurate. Next, a 

novel method for handover authentication that minimizes re-authentication was discussed. The 

user asks the blockchain center directly for the integrity key during authentication. After that, the 
controller received updated authentication data to verify the user. Following validation, the target 

access point and serving AP were notified of the user's access. Re-authentication with the 

following AP was lessened by detecting the user's moving path.  
 

It was suggested to use a neural multi-fuzzy algorithm for packet validation and user 

authentication in blockchain [26]. Individual user signatures, identities, and elliptic curves were 

generated using the linear homomorphic signature (LHS) technique. Six key packet features were 
retrieved and evaluated simultaneously using fuzzy logic for classification. The flow table of a 

distributed lightweight DDoS threat analytics and response system (DTRAS) is used to confirm 

the received packet. [27]. A hybrid machine learning model (SVM and SOM) and an enhanced 
history-based IP filtering technique (eHIPF) were then covered [28]. The SVM classifies packets 

as normal, malicious, or suspicious. The SOM classifier then processes the suspicious packets. 

Other techniques have been presented in [29-32] to overcome the issue ofunauthorized packets. 

 
The studies suggest that there is a lack of an integrated vision of security since most of the 

technologies emphasize either user-provisioned token login or pack analysis but not the two 

[18,23,24]. As advocated by extensive studies, the integration of SDN systems within blockchain 
frameworks poses difficulties such as an increase in record lists while increasing network 

complexity leads to a decrease in processing speed [21,24]. Most of the load balancing 

algorithms available today use either static or heuristic methods which are not suitable for the 
complexities and time requirements within 5G/6G structures [15,17]. Methods such as support 

vector machine (SVM), random forests and HF-ANN have been utilized to classify packets, but 

issues arise because of their failure to account for more complex relationships among packet 

features resulting in misclassification. [19,28]. The inability to efficiently deal with handover 
authentication is one of the main issues facing 5G networks, these problems are caused by the 

mobility of the user as well as differences in received signal strength (RSS). Some methodologies 

cite the delay and resource waste arising from the need for constant authentication as an issue, 
with many demanding of solutions to automatically resolve this problem [23,25]. High traffic 

volume puts pressure on single-controller SDN frameworks which limiting their functionality and 

collapses the entire system [14,27]. As a result, application areas such as self-driving cars, health 
care, and industrial automation require new forms of communication that would allow their 

unreliability and new conditions to be required, which this system has not reached [24,30]. 
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The proposed research, which is based on the analysis of packet classification, blockchain, and 
handover authentication, resolves the stated issues.   

 

3. LLMODBLOC IN 5G-SDN AND BEYOND 
 

This section provides a detailed description of the proposed LLModBloc in 5G-SDN and beyond.   
 

3.1. Model of the Network 
 

The secure architecture that has been built in this research project supports users in 5G and 

beyond. The edge layer, blockchain layer, data plane layer, control plane layer, and application 

layer make up the built architecture. A collection of network entities that carry out their 
respective functions make up each layer. The Internet of Things users who send packets to the 

edge devices are the 5G users. Allow IoT users to send numerous packets to edge devices by 

having  𝐼𝑘 = {𝑖1, 𝑖2, 𝑖3, … }. Since they are primarily utilized to forward arriving packets to next-
layer entities, edge devices often have little resources. To confirm that user credentials and flow 

rules match, a blockchain layer is created. For quicker validation, the updated blockchain 

structure is supported. Then, by choosing a switch that matches the flow rule, the issue of 

overload at switches is lessened. The control plane layer then analyzes the mismatched packet 
flow using a two-level packet validation based on hexa-features. 

 

Figure 1 illustrates this multi-layered 5G-SDN secure architecture model. Together with the 
algorithms each one employs; the primary network entities are shown. This 5G-SDN architecture 

with a modified blockchain is meant to provide environmental security, according to the 

suggested approach. The anonymous attack packets on the network result in greater resource 
usage and longer response times. The proposed 5G-SDN architecture would certainly improve 

network performance by providing packet analytics to detect attack packets.  

 

Users' queries are first sent to the edge layer, which is where 5G APs are installed and handle 
offloading, or user handover. After that, the packets are sent to the data plane, where the switches 

check that the flow rule is being followed. Blockchain provides functionality for these two 

security layers. After that, the packets are categorized by feature analysis. 
 

3.2. Authentication Handover 
 
A verified handover is performed by confirming the user's location, finger vein, PUF, 

identification, and pseudo-identity. A person's finger vein is one biometric that can be used to 

identify them. These security credentials are protected by lightweight hashing generation and a 
one-time pad to preserve privacy. The hash values are saved in the blockchain after users have 

registered with their security credentials. During the authentication procedure, AP looks up the 

credentials on the blockchain. The QUARK algorithm integrates sponge creation and core 

permutation to optimize resource usage.  
 

The sponge is produced through the processes of initiation, absorption, and squeezing. In 

initialization, a multiple of r, where r is the block length, is obtained by adding the identity and 
pseudo-identity by one bit. From the first block until the state 𝑠 = (𝑠0, … . , 𝑠𝑏−1), r-bit blocks are 

then executed using the XOR technique. The formula for the𝑏-bit is 𝑏 = 𝑟 + 𝑐, where 𝑐 is the 

capacity. The final 𝑟 bits are thus obtained as an outcome ofthe squeezing process. Similarly, 
initialization, state update, and output prediction are used to carry out the permutation 𝑟 using the 

𝑏 bit as input. The internal state (𝑋𝑡 , 𝑌𝑡 , 𝐿𝑡)is used to initialize the states created in the sponge. 

The identity and pseudo-identity hash result is as follows:  
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𝑠 = (𝑠0, … , 𝑠𝑏−1) = (𝑋0
4𝑏 , 𝑋1

4𝑏 , … , 𝑌𝑏 2−2⁄
4𝑏 , 𝑌𝑏 2−1⁄

4𝑏 )  (1) 

 

The 5G-AP at the edge layer verifies the hashed identity and pseudo-identification. One-time 

pads (OTPs) are then generated using ChaCha stream cipher algorithm according to PUF, 
location, and finger vein. Once the vein in the finger has been transformed into binary data, a set 

of binary values is taken into consideration for authentication. The four-bit words a, b, c, and d 

are formed using these three security credentials. First, a quarter round of 32-bit integers is used 
to process the Chacha state as a 4x4 matrix.  

 

The following is how the matrix is written:  
 

𝑋 = (

𝑥0 𝑥1
𝑥2 𝑥3

𝑥4 𝑥5
𝑥6 𝑥7

𝑥8

𝑥12

𝑥9

𝑥13

𝑥10

𝑥14

𝑥11

𝑥15

)     (2) 

 

This matrix is represented as (

𝑐𝑜 𝑐𝑜 𝑐𝑜 𝑐𝑜
𝑘 𝑘 𝑘 𝑘
𝑘
𝑏𝑐

𝑘
𝑏𝑐

𝑘
𝑛

𝑘
𝑛

), the terms If n is the set of nonce values, k is the 

key, and bc is the block counter. The exclusive-or operator and the addition operator will be used 

to perform this quarter-round function 32 times. From these modified states, we get a 64-bit 
keystream. The 5G access point at the edge layer authenticates the generated one-time password 

within the blockchain. The load monitor will periodically evaluate the load at a specific AP if the 

user is authenticated. Using the connected users' load, connectivity, and channel strength, this 
load monitor calculates a likelihood value. The mathematical expression for the load at 𝑖𝑡ℎAP is:  

 

𝐴𝑃𝑖(𝐿) = ∑  𝐼𝑘
𝑘
𝑥                   (3) 

 
The equation is utilized to determine each access pointsof individual load L, where k is the total 

number of Internet of Things users using that specific access point. The ratio of signal to noise 

(SNR), which shows if a signal is there in a channel, determines the channel's strength. 𝐶𝑠 =
𝐵𝑙𝑜𝑔2(1 + 𝑆𝑁𝑅) is the formula used to calculate the channel strength 𝐶𝑠. 

 

𝐶𝑠 = 𝐵𝑙𝑜𝑔2(1 + 𝑆𝑁𝑅)   (4) 
 

𝐵 represents the channel's bandwidth. These three are used to estimate a probability value, which 

is 

𝑃𝐿 = (𝐴𝑃𝑖(𝐿), 𝐶𝑢 , 𝐶𝑠)   (5) 
 

Depending on the threshold, a threshold value between 0 and 1 is assigned to the load and 

channel strength. We move the user from serving AP to targeting AP based on the likelihood 

value. If its load is high, it will connect to the target AP; otherwise, it will stay connected to the 
source AP. Since the status report will be updated to reflect the target AP as soon as the 

authentication is successful in servicing the AP, frequent authentication during handover is not 

necessary. Packets are routed to various switches based on the connected access point. 
 

3.3. Switch Selection and Flow Rule Matching 
 
The flow table that the switches utilize is compared with the user packets. Typically, when a 

large number of flows come, the switches will overflow. Both a physical switch and a virtual 

switch make up the data plane in this 5G-SDN system. However, the virtual switch will only be 
established when there isn't a single best switch to balance the flow of arriving packets. The HHO 
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method is used to choose the best switch, and a switch is chosen based on the estimated fitness 
value. Three important constraints—load degree, bandwidth, and flow entries—are used to 

calculate the fitness value. The mathematical formulation of the load balancing degree (𝐿𝐵𝐷) is as 

follows:  

 

𝐿𝐵𝐷 =
∑ 𝑡𝑗

𝑚
𝑗

𝑚×𝐶𝑡
     (6) 

 

This degree is derived from 𝑡𝑗, which shows how long it takes for flow 𝑗 to process, 𝑚, which is 

the total number of flows in the switch, and 𝐶𝑡, which shows how long it takes for all m flows in 
the switch to finish. The available flow entries in a specific switch are then measured after 

accounting for the available bandwidth 𝐴𝐵. Every switch will have a predetermined number of 

flow entries; that is, the flow at switches can be permitted up to that limit; if it is exceeded, 
overflow happens. Each switch's fitness value is determined by these three criteria and is 

provided as follows:  

 

(𝑆1, 𝑆2, … , 𝑆𝑛) → (𝑓1 , 𝑓2, … , 𝑓𝑛)      (7) 
 

Exploration and exploitation are the two stages of processing the HHO algorithm. This algorithm 

is based on how hawks attack rabbits in order to capture them. The Hawks 𝑋(𝑡 + 1) position 
vector is constructed as follows during the exploring phase:     

 

𝑋(𝑡 + 1) = {
𝑋𝑟𝑎𝑛𝑑(𝑡) − 𝑟1|𝑋𝑟𝑎𝑛𝑑(𝑡) − 2𝑟2𝑋(𝑡)|         𝑞 ≥ 0.5

(𝑋𝑟𝑎𝑏𝑏𝑖𝑡 (𝑡) − 𝑋𝑚(𝑡)) − 𝑟3(𝑙𝑏 + 𝑟4(𝑢𝑏 − 𝑙𝑏)) 𝑞 < 0.5   
(8) 

 

Assuming that 𝑋(𝑡) represents the hawks' position vector at time 𝑡, Equ. (8) is used to formulate 

the position vector for the following iteration, where 𝑋𝑟1 , 𝑟2 ,𝑟3 ,𝑟4 are defined as random integers. 
These random numbers have values in the interval [0,1]. Let 𝑋𝑟𝑎𝑛𝑑(𝑡) represent the hawks chosen 

at random from the total number of hawks𝑁, 𝑢𝑏, and 𝑙𝑏. represents the upper and lower bounds, 

and 𝑋𝑚 represents the average hawk position, which may be calculated analytically as  
 

𝑋𝑚(𝑡) =
1

𝑁
∑ 𝑋𝑖(𝑡)𝑁

𝑗=1   (9) 

 

This rule is used to calculate the hawks' average location. After the prey energy 𝐸 is predicted, 
the phase shifts from exploration to exploitation. 

 

𝐸 = 2𝐸0 (1 −
𝑡

𝑇𝑀𝑎𝑥
)    (10) 

 

𝑇𝑀𝑎𝑥  is the maximum number of iterations, and 𝐸0is the prey's energy at the beginning. In 

exploitation, either a soft or severe besiege is employed, depending on the energy value. Soft 
besiege is used when |𝐸| ≥ 0.5, while hard besiege is used for a position update if |𝐸| < 0.5.  

The expression for soft besiege 𝑋(𝑡 + 1)𝑆 And hard besiege 𝑋(𝑡 + 1)𝐻 is illustrated below,  

 

𝑋(𝑡 + 1)𝑆 = ∆𝑋(𝑡) − 𝐸|𝐽𝑋𝑟𝑎𝑏𝑏𝑖𝑡 (𝑡) − 𝑋(𝑡)| (11) 
𝑋(𝑡 + 1)𝐻 = 𝑋𝑟𝑎𝑏𝑏𝑖𝑡 (𝑡) − 𝐸|∆𝑋(𝑡)|   (12) 

 

In this case, ∆𝑋(𝑡) = 𝑋𝑟𝑎𝑏𝑏𝑖𝑡(𝑡) − 𝑋(𝑡), where 𝐽 is the rabbit's strength. The best switch selection 
process, which determines which switches receive the arrived flows, is described in the pseudo-

code above. For privacy, the flows are hashed and saved in the altered blockchain. To confirm the 

flow rules, every switch is linked to the blockchain. The linear blockchain structure has been 

replaced with a DAG one. Vertices and edges make up this DAG, with the edges directed toward 
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the vertices. A cycle of blocks is not created in a modified blockchain; that is, although the blocks 
connect, they do not form the parent node as its edge. Assume that the built graph 𝐺 = (𝑉, 𝐸) has 

𝑉 vertices and 𝐸 edges [33].   

 

The leaf nodes in DAG are sequentially labeled, and each node is represented with a distinct 
identity. Leaf nodes may or may not be present in every node. The nodes must preserve both the 

hashed packet flow and the user hash values in addition to the identification. First, the parent 

transactions are identified following a request for flow verification or authentication. After that, 
the block's other transactions are verified. The new transaction is updated following verification. 

Security credential validation and flow rule verification are carried out. The packets are sent into 

the control plane for validation if the flow rule does not match. The appropriate application 
receives all of the matched flows. The SDN controllers verify the new flows from a certain user, 

and if the flow is unknown, a new flow rule is created and put into every switch. It is determined 

whether the new flows enter the data plane layer after deployment. 

 

3.4. Based on Hexa-Features Two-Level Validation of Packets 
 
To lessen single-point failure, the control plane layer is used with many controllers. To precisely 

forecast the packet's behavior, the SDN controllers in this layer carry out two validation stages. 

Using the capsule network (CapsNet), miss-matched packets are classified as normal, suspicious, 

and malicious at the first level. The suspicious packets are then solely examined using Q-learning 
in the second stage, which determines if the packet is malicious or legitimate. The IP and port 

numbers of the source and destination, protocol, packet size, service, flow time, and flag are the 

features considered for first-level analysis. The second level, on the other hand, uses jitter, 
bandwidth, time-to-live (TTL), retransmission count, packet arrival time, and authentication 

score. 

  
One type of deep learning network, known as CapsNet, makes use of loss estimations, primary 

capsules, and capsules in higher layers. An input matrix is used to characterize the incoming 

flow, and the weight values of each packet feature are assigned to it. To feed into the next layer, 

the first one takes the weighted values of each packet feature and stores them. In order to 
establish if a flow is malicious, suspicious, or normal, we add up all of the input vectors and use a 

weighted total. Regular packets are processed by the application layer, whereas malicious ones 

are dropped. We take into account the following packet characteristics: Port number and IP 
address: Protocol: Message size: Duration of flow and flagging service:  

 

A convolution layer, primary capsule layer, digicaps layer, and output layer are all included in the 

architecture of this capsule network. The convolution layer redefines the packet features by 
extracting the six characteristics from each flow. The principal capsule layer then receives it as 

input. The summation and multiplication operations are used with the digicaps layer. The output 

layer is then fully connected and operated according to softmax. Consequently, this layer 
classifies the packet as malicious, suspicious, or normal.  

 

CapsNet, A set of examples with different packet properties is used to train CapsNet. Based on 
the training results, incoming miss-matched packets are analyzed to determine their sort. If there 

are just malicious and legitimate packets, the packet analysis is terminated. In the second stage, 

any suspicious packets are analyzed using the reinforcement learning algorithm and features of 

user behavior. The reinforcement learning algorithm is a clever method of decision-making that 
defines an action according to the present situation. Each suspicious packet's state is influenced 

by its jitter, bandwidth, retransmission count, TTL, authentication score, and packet arrival time. 

The activity of the particular user is reflected in these attributes. The totality of the features 
determines the user's present condition. The related user information is gathered once it has been 
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determined that the packet is suspicious. The behavior features examined in this work are Scores 

for authentication (𝐴𝑠), Packet arrival time (𝐴𝑝), Jitter(𝐽𝑒) ,TTL(𝑇𝑙), Bandwidth, and 

Retransmission count(𝑅𝑐). 

 

Prior to making a decision, reinforcement learning learns the environment. The temporal 
differences that the agent measures are used to estimate the Q-values. With 𝑛 states 𝑆 represented 

as {𝑆1, 𝑆2, … . , 𝑆𝑛} and 𝑚 actions 𝑎 represented as {𝑎1, 𝑎2, … . , 𝑎𝑚}, a Q-table is produced. A packet's 

states are determined by its behavior characteristics. The calculations of reward𝑟 will be based on 

the action for the relevant 𝑆. Each state is specified as 𝑆 = (𝐴𝑠, 𝐴𝑝, 𝑇𝑙 , 𝑅𝑐 , 𝐽𝑒 , 𝐵) and their activities 

are classified as either normal or malevolent based on their unique characteristics. Let 𝑆𝑡Be the 

state that needs to act right now. 𝑎𝑡 with 𝑟𝑡 as the reward. The agents learn the policy 𝜋 in Q-

learning from their surroundings, and the next state is defined as 𝑆𝑡+1. The Bellman equation is 
used to define the Q-function, which can be written as  

 

𝑄𝜋(𝑆𝑡 , 𝑎𝑡) = 𝐸[𝑟𝑡+1 + 𝛾𝑟𝑡+2 + 𝛾2𝑟𝑡+3 … |𝑆𝑡 , 𝑎𝑡|]  (13) 
 

𝛾 is the discount rate, then this Q-function is updated from the following as 𝑄∗(𝑆, 𝑎),  

 

𝑄∗(𝑆, 𝑎) = 𝑄(𝑆, 𝑎) + 𝛼[𝑟(𝑆, 𝑎) + 𝛾𝑚𝑎𝑥𝑄′(𝑆′, 𝑎′) − 𝑄(𝑆, 𝑎)](14) 
 

The current state, action pair, and 𝛾𝑚𝑎𝑥𝑄′(𝑆′ , 𝑎′) are represented as 𝑄(𝑆, 𝑎). specifies the highest 

predicted reward that will be granted for the new action 𝑎′ and the new state 𝑆′. The learning rate 
is denoted by 𝛼. Only when there are suspicious packets is the second level of packet analysis 

carried out. By analyzing the flows, the suggested SDN multi-controllers protect the network 

from malicious flows. In order to match the arrival of new flows in the data plane, a new rule is 

written and installed in switches upon identifying the malicious packets. 
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Figure 1.  LLModBloc in 5G-SDN 
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4. SIMULATION ENVIRONMENT 
 
This section examines the development of the designed 5G-SDN system paradigm. The system's 

performance is assessed based on the network design. This part emphasizes the significance of 

the suggested research and is divided into two categories: comparative analysis and simulation 

environment. The effectiveness of the suggested 5G-SDN architecture is supported by this 
simulation system component. 

 

4.1. Simulation Setup 
 

The ns3.26 version of the network simulator utility implements the suggested 5G-SDN network. 

Network modules and technologies can be incorporated into network simulators. The Ubuntu 
14.04 LTS operating system comes with this ns3.26 installed. A dual-core processor, 2GB of 

RAM, and 32-bit support are utilized to help the operating system. SDN controllers {𝑐𝑡1, 𝑐𝑡2, 𝑐𝑡3} 

OpenFlow switches {𝑠𝑤1 , 𝑠𝑤2, … , 𝑠𝑤8} and 5G IoT users {𝑖1, 𝑖2, 𝑖3, … , 𝑖50}make up the system. This 
arrangement of the network's entities serves as the foundation for the network's construction. 

OpenFlow switches, 5G specs, and SDN configuration modules for the SDN controller are all 

included.The suggested system is stacked and processed using packet analysis, flow rule 

verification, and authentication handover by this simulation scenario. Python code is used to run 
the algorithms after they have been built in the C++ programming language. To maintain network 

environment security, each layer is run according to the appropriate processing techniques. First, 

the OTP generation and lightweight QUARK algorithm are integrated into the edge layer that is 
connected to the blockchain for authentication. Next, a threshold probability is assigned to the 5G 

AP in order to balance the load at the edge layer.  

 
Second, after being assigned to a switch chosen by the HHO algorithm, the flow rules are 

validated in the blockchain. After assessing the switch's capability, this method receives the 

incoming packet. In order to precisely forecast the malicious packet that has entered the network, 

the packets are next examined using two distinct six features on two different approaches in the 
third step. While the malicious packet will be dropped by the network entities within the network 

itself, all matched flows will be sent to the appropriate service in accordance with the request. 

While the IoT users are either authentic or fraudulent, the basic network components—AP, 
validator, switches, and controllers—are regarded as trustworthy in this work. Not every 

authorized user submits with a typical packet; some infected users create malicious packets that 

utilize more resources and certainly impair network performance. 

 

4.2. Comparative Analysis 
 
The comparative analysis is performed to evaluate the efficacy of the proposed 5G-SDN 

compared to previous research. to evaluate this proposed system's higher performance. 

 

4.2.1. Bandwidth Consumption 
 

The performance of bandwidth consumption in response to an increase in authentication requests 

is shown in Figure 2.Comparative results show that the suggested LLModBloc uses less 
bandwidth since it uses a modified blockchain structure that uses DAG in block generation.  
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Figure 2.  Comparison of bandwidth consumption 

 

4.2.2. Authentication Time 
 

The time required to confirm a user's identity by examining their credentials is known as the 

authentication time. Figure 3 displays the results of comparing the authentication time to the 

arrival of requests. Although the suggested LLModBloc uses computationally constrained 
lightweight techniques, it also protects the security credential's secrecy. The main factor reducing 

the authentication time compared to the current works is the adoption of a lightweight method. 

Due to its flexibility, blockchain authentication speeds up authentication for larger packet 
requests. In LLModBloc, the average estimated time for authentication is 1 s, while in CPPHA 

and authentication handover, it is 1.7 s and 2.3 s, respectively. The processing time will be 

minimal even if the packet size is raised. 

 
 

Figure 3.  Comparison of authentication time 

 

4.2.3. Delay and Response Time 

 

One crucial performance indicator that gauges the time needed to process data is delay. Figure 4 

compares the delays for proposed and current works. By using a load-balanced edge layer, switch 
selection, a modified blockchain, and lightweight algorithm-based authentication, the suggested 

LLModBloc reduces latency. Figure 5 illustrates the results of minimizing delay, which also 

significantly lowers response time. This is the time needed to handle a request that has arrived. 
The response time will be longer if there is a greater delay in packet processing. 
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Figure 4.  Comparison of delay 

 

 
 

Figure 5.  Comparison of response time 

 

4.2.4. Packet Loss 

 

In a network, packet loss is a critical parameter,Figure 6 shows the results of evaluating packet 
loss performance to expand the number of IoT users. 

 

 
 

Figure 6.  Comparison of packet loss 

 

4.2.5. Detection Accuracy 

 

The precision with which malicious packets are identified as they enter the network is known as 
detection accuracy. This work's primary goal is to identify malicious or regular packets in order 
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to maintain network security.Figure 7 shows the attack prediction which determines the detection 
accuracy. 

 

 
 

Figure 7.  Comparison of detection accuracy 

 

4.3. Comparison of LLModBloc with Related Literature 
 

4.3.1. Key Features and Enhancements 

 

The LLModBloc architecture introduces several advanced features that differentiate it from the 
existing methods in the literature as given in Table 1. 

 
Table 1 Feature differences between LLModBloc and Literature 

 
No Feature LLModBloc (Proposed) Literature  Advantages 

1 Authentication QUARK algorithm for 

lightweight hashing, 

finger vein biometrics, 
and one-time pad (OTP) 

generation 

Hidden Authentication 

(HiAuth) with ChaCha 

encryption, CPPHA 
with lightweight 

cryptography[23, 25] 

LLModBloc combines 

lightweight techniques 

with physical biometrics, 
enhancing both 

efficiency and privacy. 

2 Load 

Balancing 

Load monitor using 

likelihood calculations 

with HHO for optimal 

switch selection 

Non-cooperative game 

theory and virtualized 

packet forwarding[15, 

17] 

LLModBloc integrates 

user load, channel 

strength, and connectivity 

for real-time 

optimization. 

3 Blockchain 
 

Modified DAG-based 

blockchain for faster 

processing and 

scalability 

Traditional linear 

blockchain[21, 24] 

LLModBloc reduces 

transaction time and 

enhances scalability in 

large networks. 

4 Packet 

Analysis 

Two-level validation 

using CapsNet and Q-

learning for hexa-feature 
analysis 

SVM, Random Forest, 

and SOM for packet 

classification[19, 28] 

LLModBloc achieves 

higher detection accuracy 

with reduced 
misclassification. 

 

4.3.2. Comparative Metrics 

 
To quantify the differences, LLModBloc is compared with contemporary methods across several 

performance metrics as given in Table 2. 
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Table 2 Metrics Comparison 

 
No Feature LLModBloc (Proposed) CPPHA [24] HiAuth [23] 

1 Authentication Time ~1 second ~1.7 seconds ~2.3 seconds 

2 Detection Accuracy 98% 90% 92% 

3 BandwidthConsumption Low (due to DAG-

based blockchain) 

Medium High 

4 Packet Loss Minimal Moderate High 

 

4.3.3. Innovation and Performance Outcomes 

 
The innovation and performance outcomes of the proposed work are listed below as: 

 

 Authentication Mechanism: LLModBloc interprets HiAuth and CPPHA as substandard as it 

is able to combine lightweight cryptographic techniques customized integrated with physical 

unclonable function (PUF) and finger vein biometrics without incurring an additional 
computational cost. 

 Blockchain Scalability: LLModBloc is able to eliminate the issues of conventional 

blockchain and nips in the bud the decentralization of a single ledger while at the same time 

increasing the throughput significantly, this beats the linear blockchains of HiAuth and 
CPPHA 

 Advanced Machine Learning: For packet classification CapsNet in a multi-class 

configuration along with Q-learning for reinforcement-based validation resolves the 

classification problems experienced with HF-ANN and SVM methods. 
 

In Figures (2-7) LLModBloc has outperformed other approaches on the specific parameters like 

authentication time, bandwidth utilization, detection performance and latency. These 

enhancements indicate LLModBloc is fit for purpose for future proof 5G/6G specifications. The 
LLModBloc's Main Finding are the following: 

 

• Acute management of the existing gaps demonstrated by the solutions. 
• Added value for the area of network security. 

• Relevant in practice 

• Improving the current creation in the area. 
• Balancing security and performance. 

 

Hence, the LLModBloc is not simply an incremental step towards the improvement rather it is a 

new dimension in accomplishing the security requirements of SDN 5G. 
 

4.4. Novelty of the Proposed LLModBloc 
 

The LLModBloc is introducing new ways of doing things which makes it unique in the context of 

5G/SDN network security as compared to all the other methods and solutions available today. 

What is new and innovative is the formation of new technologies into more advanced systems 
and incorporation of new frameworks that have some of the aforementioned systems adjusted to 

the requirements that are posed in multiservice networks. The key novelties are given in Table 3. 
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Table 3 Key Novelties of Proposed LLModBloc 

 
No  Novel Approach Significance Comparison 

1 DAG-Based 

Blockchain for 
Scalability and 

Speed 

Unlike traditional linear 

blockchain architectures, 
LLModBloc employs a 

Directed Acyclic Graph 

(DAG)-based 

blockchain to handle 

transaction records 

Reduces transaction 

validation time and 
improves scalability by 

allowing parallel processing 

of blocks. 

Addresses the growing 

record size challenge in 5G 

networks, ensuring fast and 

reliable operations. 

Traditional 

blockchain systems 
fail to scale 

effectively, leading to 

higher latency and 

resource 

consumption, whereas 

DAG offers superior 

performance under 

high transaction 

loads. 

2 Advanced 

Authentication 

Mechanism 

A unique combination of 

lightweight QUARK 

hashing, biometric 

verification (finger 

vein), and Physical 

Unclonable Function 

(PUF) enhances 

authentication security 

and efficiency. 

The use of biometric and 

PUF ensures unclonable 

and highly secure 
authentication credentials. 

Lightweight cryptographic 

operations minimize 

computational overhead, 

suitable for resource-

constrained IoT devices. 

Unlike traditional 

methods that rely 

solely on 
cryptographic keys, 

LLModBloc 

integrates physical 

attributes, ensuring 

stronger protection 

against impersonation 

attacks. 

3 Capsule 

Network 

(CapsNet) for 

Multi-Class 

Packet 

Classification 

The use of Capsule 

Networks (CapsNet) for 

packet analysis 

introduces a hierarchical 

learning model that 

captures spatial and 
relational features 

between packet 

attributes. 

Accurately classifies 

packets into normal, 

suspicious, and malicious 

categories. 

Reduces misclassification 

rates seen in traditional 
classifiers like SVM and 

Random Forest. 

CapsNet offers 

enhanced accuracy 

and robustness 

compared to flat 

feature-based 

methods, making it 
suitable for complex 

5G network traffic 

patterns. 

4 Reinforcement 

Learning for 

Adaptive 

Packet 

Analysis 

The integration of Q-

learning enables 

dynamic decision-

making for suspicious 

packet validation, 

considering behavioral 

attributes like jitter, 

retransmission counts, 

and bandwidth. 

Provides an adaptive 

mechanism to distinguish 

between legitimate and 

malicious packets based on 

real-time network 

conditions. 

Learns from historical data 

to continuously improve 

detection accuracy. 

Static rule-based 

systems fail to adapt 

to evolving attack 

patterns, whereas Q-

learning ensures 

resilience against 

sophisticated attacks. 

5 Dynamic Load 
Balancing with 

Harris Hawks 

Optimization 

(HHO) 

The use of Harris 

Hawks Optimization 

(HHO) for switch 

selection and load 

balancing is a novel 

metaheuristic approach 

in SDN-enabled 5G 

networks. 

Optimizes the distribution 
of user requests across 

switches based on load, 

bandwidth, and flow entry 

availability. 

Prevents bottlenecks and 

ensures smooth network 

operations, even under high 

traffic conditions. 

Traditional heuristic-
based methods are 

unable to adapt 

dynamically, whereas 

HHO ensures optimal 

resource utilization in 

real time. 

6 Comprehensive 

Two-Level 

Packet 

Validation 

A two-level packet 

validation mechanism 

using CapsNet and Q-

learning ensures multi-
layered security. 

Captures both high-level 

packet features (IP, 

protocol, port) and 

behavioral attributes (jitter, 
TTL, authentication score). 

Mitigates single-point 

Most existing systems 

validate packets based 

on a single feature set, 

leading to higher false 
positive/negative 

rates. LLModBloc’s 
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failures often seen in control 

plane systems. 

layered approach 

significantly reduces 

such errors. 

7 Integration of 

Layers for 

Holistic 

Security 

LLModBloc combines 

edge layer, data plane, 

control plane, and 

blockchain layer into a 
unified framework. 

Ensures seamless interaction 

between layers for 

authentication, load 

balancing, and packet 
analysis. 

Provides end-to-end security 

from user authentication at 

the edge to flow validation 

at the control plane. 

Unlike fragmented 

solutions that address 

specific aspects of 

network security, 
LLModBloc provides 

a fully integrated 

approach for 5G/6G 

networks. 

 

4.5. Limitations of the Proposed LLModBloc System 
 

While the LLModBloc system significantly enhances the security of 5G/SDN networks, it is 

important to consider its limitations and potential for improvement. Addressing those issues not 
only enriches the research but also makes foundations for future works. The limitations are: 

 

 Computational overhead in advanced techniques 

 Dependency on biometric data 

 Energy consumption in multi-layered processing 

 Initial deployment costs 

 

5. CONCLUSION 
 

The proposed LLModBloc presents a transformative solution for addressing critical security and 

efficiency challenges in SDN-enabled 5G and beyond networks. By integrating advanced features 
such as DAG-based blockchain, lightweight authentication mechanisms, and CapsNet-Q-

learning-based packet classification, LLModBloc demonstrates higher performance in reducing 

bandwidth consumption, minimizing latency, enhancing detection accuracy, and ensuring robust 

scalability. The experimental results highlight the system's ability to:First, significantly reduce 
authentication time through the use of lightweight QUARK hashing and optimized blockchain 

structures. Second, minimize delay and packet loss with real-time load balancing and Harris 

Hawks Optimization (HHO)-based switch selection. Third, enhance detection accuracy by 
combining deep learning and reinforcement learning for packet analysis. Forth, improve 

scalability by addressing blockchain limitations with a DAG-based structure. 

 

Compared to existing methods, LLModBloc achieves higher efficiency and security, making it a 
practical choice for real-world applications such as IoT ecosystems, industrial automation, and 

critical infrastructure protection. Its ability to handle massive user connections, adapt to dynamic 

network conditions, and ensure low-latency communication positions it as a foundational 
architecture for 6G and future networks. 
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